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Abstract

Global software development (GSD) offers quality results, cost-effectiveness, and uninterrupted project delivery. However,
integrating security into GSD remains a challenge. This study aims to enhance security in GSD projects by developing a hybrid
approach using an empirical survey and Interpretive Structural Model (ISM). Initially, we identified 13 major security-coding
risks and 82 practices to mitigate these by conducting a systematic literature review and questionnaire survey with 50 GSD
security experts. Moreover, 13 experts were invited to analyze the interrelationships among the practices using ISM. The ISM
analysis revealed that out of the identified security-coding practices, “never submit security measures to illegitimate authority”,
“avoiding buffer overflow and format string vulnerabilities”, “control the brute force attack”, and “identify a middleman
attack” were considered fully dependent. While “avoid revealing information to achieve a secure design” is entirely independent
within the GSD security context. The study aids GSD professionals in assessing readiness in establishing contractual trust,

understanding the current process pros and cons, and addressing urgent issues in secure software development processes.
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